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Cortex™ XDR 3.6:  
Investigation and Response (EDU-262)  
Th is in st ructor- led course teach es you h ow to use th e In ciden ts pages of th e Cortex XDR m an agem en t  con sole to in vest igate at tacks. It  
explain s causality ch ain s, detectors in  th e An alyt ics En gin e, aler ts versus logs , log st itch in g, an d th e con cepts of causality an d an alyt ics.  

You will learn  h ow to an alyze a ler ts usin g th e Causality an d Tim elin e Views an d h ow to use advan ced respon se act ion s, such  as 
rem ediat ion  suggest ion s , th e EDL service, an d rem ote scr ip t  execut ion .  

Mult ip le m odules focus on  h ow to leverage th e collected data. You will create sim ple search  quer ies in  on e m odule an d XDR rules in  
an oth er . Th e course dem on strate h ow to use specialized in vest igat ion  views to visualize ar t ifact - related data, such  as  IP an d Hash  
Views. Addit ion ally, it  provides an  in t roduct ion  to XDR Query Lan guage (XQL). Th e course con cludes  with  Cortex XDR extern al- data-
collect ion  capabilit ies, in cludin g th e use of Cortex XDR API to receive extern al aler ts. 

 

Course Modules 
1 - Cortex XDR Incidents 

2 - Causality and Analytics Concepts 

3 - Causality Analysis of Alerts 

4 - Advanced Response Actions 

5 - Building Search Queries 

6 - Building XDR Rules 

7 - Cortex XDR Assets 

8 - Introduction to XQL 

9 - External Data Collection 

Scope 

 Level: Advanced 

 Duration: 2 days 

 Format: Lecture and hands-on labs 

 Platform support: Cortex XDR Pro per Endpoint 
 
 

Objectives  
Successful com plet ion  of th is in st ructor- led course with  h an ds- on  lab act ivit ies 
sh ould en able par t icipan ts  to: 

 In vest igate an d m an age in ciden ts  

 Descr ibe th e Cortex XDR causality an d an alyt ics con cepts  

 An alyze aler ts usin g th e Causality an d Tim elin e Views  

 Work with  Cortex XDR Pro act ion s such  as rem ote scr ip t  execut ion  

 Create an d m an age on - dem an d an d sch eduled search  quer ies in  th e Query Cen ter   

 Create an d m an age th e Cortex XDR rules BIOC an d IOC 

 Workin g with  Cortex XDR assets an d in ven tor ies  

 Write XQL quer ies to search  datasets an d visualize th e result  sets  

 Work with  Cortex XDR’s extern al- data collect ion  

Target Audience 
 Cybersecur ity an alysts an d en gin eers 

 Secur ity operat ion s specialist s  

Prerequisites 
Part icipan ts m ust  h ave com pleted EDU- 26 0  (Cortex XDR: Preven t ion  an d 
Deploym en t). 

Palo Alto Networks Education 
Th e tech n ical curr iculum  developed an d auth or ized by Palo Alto Networks an d 
delivered by Palo Alto Networks Auth or ized Train in g Par tn ers h elps provide th e 
kn owledge an d exper t ise th at  prepare you to protect  our  digital way of life. Our  
t rusted cer t ifica t ion s validate your  kn owledge of th e Palo Alto Networks product  
por t folio an d your  ability to h elp  preven t  successful cyberat t acks, safely en able 
applicat ion s, an d autom ate effect ive respon ses to secur ity even ts. 
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